FileAudit getting started guide
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1 Requirements

For the computer running FileAudit:

Operating system: Windows NT4/2000/XP/2003

Internet Explorer 5 or more and Service pack Gegeired for Windows NT 4.
For computers being audited

Operating system: Windows NT4/2000/XP/2003

File system: NTFS

2 Install FileAudit

Just execute the set&deAudit_x86.msi on a workstation or a server in order to install i
You don't need to install FileAudit on the servérene files to audit are located because
FileAudit is able to monitor file accesses remotaipugh shares.

3 Start FileAudit

Go in Sart menu/All programs/FileAudit and starfileAudit.
You can also directly right click on a file or f@dto audit in the explorer and select FileAudit
in the context menu. Doing this way you can skiplext step.

4 Select a folder

Go in theAudit menu and click oudit a folder or directly click on theAudit folder button in
the toolbar. You are then able to browse for théeioyou want to audit.
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Configure the audit
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5 Configure the audit

If the object access audit is not enabled on the computer where files totaardi located,
FileAudit will propose you to enable it.
Just click yes.
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Additionally, if the audit is not configured on thike or folder you just selected, FileAudit
will also propose you to configure this automatical
Just click yes.
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At this moment FileAudit will also warn you thatditing theses files will use a new
computer license. Just click yes. The evaluatiosiga allows you to audit two computers.
This warning is displayed each time you are tryimgudit files on a new computer.
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6 Make accesses

If the audit was just configured FileAudit will gilay at this moment an empty list. So you
need to do a few file accesses before to be aldeg¢®something in the list.

7 \View accesses

After doing some accesses use the F5 key in ood@fresh the view.
You should then see the file accesses you just made
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File Access Type Tirne User Darnzin Process
2 Do\CopyAuditTest Granted  Permissions  0B[O7J2006 12:37:12 inbi BIARRITZ explarer.exe
2 De\Copy\buditTest Granted  System 06/07)2006 12:36:45 inb BIARRITZ explorer, exe
A D\ CopyAudit Testifew Folder Granted  Delete 06/07J2006 12:35:40  jnh BIARRITZ explorer.exe
& D CopyiauditTestiMew Folder\Mew Text Document.txt  Granted  Delete 06072006 12:35:40 inh BIARRITZ explorer.exe
& DiCopyiauditTestiMew Text Document.kxk Granted  Delete 06/07)2006 12:35:37 inbi BIARRITZ explorer.exe
5 D\Copy'\Audit Test\Mew Text Document.txt Granted  Read 06072006 12:35:35  jnh BIARRITZ explorer.exe
& D\ Copyiaudit Testifew FolderiMew Text Document.bxt Granted  Read 06/07§2006 12:35:33 inh BIARRITZ explorer.exe
 D\CopyhBuditTestiNew FolderiMew Text Document.txt  Granked  Write 06072006 1213527 inbi BIARRITZ notepad.exe
#) Dr\Copy\Audit Test\Mew Folder|Mew Text Document.txt Granted  Read 06072006 12:35:25  jnh BIARRITZ nokepad.exe
& D CopyiAuditTestiMew FolderiMew Text Document.bxt Granted  Read 06/07f2006 12:35:24  jnh BIARRITZ explorer.exe
& D\ Copyiaudit TestiMew Text Document. bxk Granted  Read 06/07§2006 12:35:22 inh BIARRITZ explorer.exe
7 D\ Copy\Audit Testiew Text Document. txt Granted  Write 060712006 12:35:21 inb BIARRITZ noktepad.exe
5 e\ Copy'audit TestiMew Text Document.bxk Granted  Read 06/07/2006 12:35:18  jnh BIARRITZ nokepad.exe
& D\ Copyiaudit TestiMew Text Document. bxk Granted  Read 06/07§2006 12:35:18 inh BIARRITZ explorer.exe
7 D\ Copy\udit Testiew Texk Docurment.txk Granted  Write 06072006 1213516 inbi BIARRITZ explorer.exe
) D\Copy\audit Test\Mew Folder\Mew Text Document.txt  Granted  Read 06072006 12:35:10  jnh BIARRITZ explorer.exe
# De\CopyBuditTestiNew Folder\Mew Text Document.txt Granted  Write 06072006 12:35:10 inh BIARRITZ explorer.exe
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8 Display areport

If you want to print file accesses you can clickRaport in theAudit menu or in the toolbar.
A printable version of file accesses will then ligpthyed.
You can then print the report or export it in pdf €xample.



Display a report

[Z] FileAudit report
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Access: (Al
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Files access report

07/25/2006 12:26:056  to  07/26/2006 01:15:43

Server Hame: M2
Access Type: [All)

Time File Access Type Account
# 7I26/2006 1:15:48 AM CAFileAudit3WFileAuditDINGARelease\BuildLog.htm  Accepted  Read jnh
# 7I26/2006 1:15:47 AM ChFileAuditIFileAuditDIfESReleaseiMew Text Accepted  Read jnh
Document. txt
& TI5/2006 12:26:07 PM CoAFileAudit3FileAudiDINxESRelease M ew Text Accepted  Read jnh
: Document. txt
4 ¢ TIE2006 12:26:05 PM CoFileAuditIFileAuditDINES Relea se\Mew Text Accepted  Write jnh

Document. txt
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