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Majority of desk-based 
employees see no security risk in 

sharing work logins
Over half (52%) of all desk-based employees in the US and the UK 

don’t think that sharing work related logins represents a risk to their employer

The majority of desk-
based workers in the US 
and the UK do not believe 
that sharing their work-re-
lated logins represents 
a security risk to their 
employer, new research 
has shown. The f indings, 
revealed in a new report 
from security software 
provider IS Decisions, also 
highlight a particular lack 

of understanding in orga-
nisations’ top levels,  with 
an even greater majority 
(54%) of those in senior 
management failing to re-
cognise the risk of sharing 
login details.

The report,  t it led ‘From 
Brutus to Snowden: a stu-
dy of insider threat per-
sonas’ ,  is based on a study 

of 1000 US and 1000 UK 
desk-based workers, del-
ving into how perceptions, 
attitudes and behaviour 
with regards to security in 
the workplace differ across 
demographics, job roles 
and industries. 
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It reveals that while the ma-
jority of people (54%) believe 
themselves to be considerate 
of the security of work-related 
information, many lack the 
education or understanding to 
act accordingly. This became 
apparent in a number of key 
f indings, including: 

• Less than a third of people 
(28%) would know who to 
report a security breach to in 
their organisation

• Nearly a quarter (23%) 
of people have shared their 
password with one or more of 
their colleagues, with a further 
10% having shared theirs with a 
manager

• Password sharing is increa-
sing, with 22% agreeing that 
they share their work logins 
more frequently now than they 
did two years ago, with those in 
marketing (33%), sales (30%) 
and IT (27%) being the most 
likely culprits

Age defining attitudes

The report shows a huge diffe-
rence in security attitudes 
between younger and older 
generations, with those in age 
groups 16 to 24 and 25 to 34 
being far more likely to share 
work logins (35% and 32% res-
pectively) than those of over 35 
(15%). 

How to alter behaviour

The study also found that the 
strongest incentive for preven-
ting users sharing passwords 
is if  someone else using your 
login restricts your own access, 
cited by 29% as the most likely 
measure to stop them. This was 
found to be a particularly effec-
tive measure for those younger 
generations (37% of those aged 
16 to 24 and 36% aged 25 to 
34).

François Amigorena, CEO of IS 
Decisions, commented: “Insi-
der threat does not have to be a 
total unknown. One of the most 

important steps towards tackling 
internal security is understan-
ding your own users,  and their 
attitudes and behavior, in order 
to know the risks and mitigate 
against them.

“What we’ve found is the re-
current theme is lack of edu-
cation, though that manifests 
itself  wildly differently, with 
differences between generations, 
an interesting trend for what 
appears to be willful f louting of 
policy in some regulated indus-
tries and a ‘do as I say, not as I 
do’  attitude from many in senior 
management. This breadth of 
different attitudes highlights the 
need for a tailored approach to 
tackling internal security, that 
addresses everyone in an organi-
sation, from top to bottom.”

Download  
‘From Brutus to Snowden: a study 

of insider threat personas’

About IS Decisions

IS Decisions makes it easy to manage and secure your Microsoft Windows and 
Active Directory infrastructure. With solutions for user access control, file auditing, 
server and desktop reporting, and remote installations, IS Decisions combines the 
powerful security today’s business world mandates with the innovative simplicity the 
modern user expects. Over 3,000 customers around the world rely on IS Decisions to 
prevent security breaches; ensure compliance with major regulations, such as SOX, 
FISMA and HIPAA; and gain time and cost-savings for IT. 

IS Decisions, founded in 2000, is a Microsoft Silver Partner based in Biarritz, France. 
Customers include American Express, BAE Systems, BMW, Computer Sciences 
Corporation, FBI, Frito-Lay, GlaxoSmithKline, IBM, Lockheed Martin, Mitsubishi, 
Oxford University, South Wales Police, TimeWarner, United Nations Organization, US 
Department of Justice, US Department of Veterans Affairs and US Navy Marine Corps.
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